[Ref 2020 — 35] AOS Cloud & Security Compliance
Specialist

EOS imaging is an international group, specializing in innovative imaging and image-based
solutions for musculoskeletal pathologies and orthopedic surgical care. EOS imaging dedicates
its efforts and skills to the improvement of patient treatments and outcomes through low dose
imaging, complete and precise patient data and surgical planning based on 3D patient anatomy.

This position is based in St. Paul - Minnesota

The AOS Cloud & Security Compliance Specialist is responsible for the compliance of AOS IT
& Security policies, procedures and processes with HIPAA, RGPD and US and EMEA hospitals
requirements. AOS Cloud & Security Compliance Manager is responsible for the security
clearance of AOS offering within implementations in NAM and EMEA hospitals.

RESPONSIBILITIES

° Lead a 3" party audit of AOS processes and policies

° Collaborate with a 3™ party on identification of AOS Security processes and policies
gaps and improvements

° Implement, improve and maintain AOS security policies and processes.

° Ensure that AOS division and related EOS departments comply with IT & Security
Policies and Procedures

° In collaboration with Service Implementation Project Manager, ensure successful
implementation of EOS solutions in Healthcare Facilities by completing risk assessments
and IT and Security Questionnaires

° Analyze IT, privacy and security, cybersecurity requirements of the healthcare
facilities

° Oversee and deliver privacy training and orientation to all AOS employees and
departments that are in contact with patients PHI

° Review and Negotiate Business Associated Agreements. If needed coordinate the
review with legal team.

° Support security certification (ISO 27001/27002, SOC2, SOC3, HITRUST, HIPAA...)

° Provide IT&Security Inputs and guidance for developments of AOS Products

° Audit/evaluation of potential AOS Business partner’s solutions and processes

° Respond immediately to security-related incidents and provide a timely post-event
analysis

° Ensure technological surveillance, legal watch, strategic monitoring regarding IT
security, cyber security and data privacy

° Responsible to advice AOS management on current and future trends and anticipate
changes
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REQUIREMENTS

e Bachelor’s degree in computer Science, Cyber Security, IT security or a related
technical field.

e r5years of experience in Cyber Security / Compliance Position

e Ability to self-motivated and multi-task and work independently or within a team

e Experience in communication and negotiation with healthcare legal and IT & Security
departments

e Able to effectively navigate in a matrix structured organization

e Proven written, oral and presentation skills. Strong interpersonal skills.

e Ability to learn and retain product specific information and utilize to position the
features and benefits to customers

e Practices and methods of IT strategy, enterprise architecture and security architecture

e Security concepts related to DNS, routing, authentication, VPN, proxy services and
DDOS mitigation technologies

e Good knowledge and able to implement SO 270001/27002 standards and SOC 2, SOC
3 certificates.

e HIPAA, HITRUST compliance assessments

e Firewall and intrusion detection/prevention protocols

e Network security architecture development and definition

e Knowledge of third party auditing and risk assessment methodologies

Additional Information
° Reports to AOS Business Director.

° Location : St. Paul, MN
° Occasional international travels : Europe, Montréal Canada

You wanttojoin a dynamicteam and you are passionate about the field of medical healthcare?

Do not hesitate any longer and send us your application on careers@eos-imaging.com by

precising the reference number: 2020-35.
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